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OUTLINE

Cc:

Sensors and WSNs
Security on WSNSs
Key establishment

0 Authentication

0 Secret generation
o Entropy

Well known solutions
Intrusion resilience

0 Adversary models
o Forward secrecy
0 Backward secrecy
Alternative solution
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SENSORS... (1/2)

Iris sensormotes:.

0 24 GHz IEEE 80215.4, Tiny Wireless
MeasurementSystem

0 Designed Specifically for  Deeply
EmbeddedsensomNetworks

0 250kbps,HighDataRateRadio

0 WirelessCommunicationsvith EveryNode
asRouterCapability

0 Outdoor line-of-sight tests have yeilded
ranges as far as 500 meters between
nodeswithout amplification

0 CPUATmegd281, 128KB program flash
memory, 512KB measurement flash
memory,8KBRAM
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SENSORS... (2/2)

Sensor board:

Expansion Connector for

C Light

¢ Temperature

C RH

C Barometric

C Pressure, Acceleration/Seismic,
C Acoustic, Magnetic and other

Applications:

C Indoor Building Monitoring and Security
C Acoustic, Video, Vibration and Other High
Speed Sensor Data
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WSN — APPLICATIONS (1/2)

Smartbridges
v Vibrationrecordingsof truckscrossing
v Structuralhealthmonitoring

Agriculture

v Grapenetworks,Inc,CA,US

v Saveenergyandexpenses

v Monitor the effectivenesof water and chemicals

gateway

sensor head

Museumtechnology
adjustab v Microclimateframing

battery box

soil sensor
Junction box

v Protectionfor preciouspaintings
v Temperatureand humidity control

Gabriele Oligeri, Pisa, April 12nd 2011




WSN — APPLICATIONS — MILITARY (2/2)

Applications for unmanned vehicles on the
ground:

U Area surveillance and monitoring
U Obstacle breaching

U Target acquisition and designation
U Route clearance

U Mine and detection and disposal
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ATTENDED OR UNATTENDED...
THIS IS THE PROBLEM ! (1/2)

Attended WSNSs :

U On-line trusted third party (sink) & &

U Real-time data gathering
U Sensor management f/
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ATTENDED OR UNATTENDED...
THIS IS THE PROBLEM ! (2/2)

UnAttended WSNSs :

U NOon-line trusted third party
V Unpredicatable sink visit frequecy

U Onboard datastorage
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OUTLINE

U Security on WSNs
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SECURITY ON WSN — WHY ?

U Sensors are cheap and easy to attack
o No tamper proof hardware
o0 No computational power
o Reduced memory size

NO strong security guarantees

U Eavesdrop and sell strategy attack
Sensed data are precious

U Injecting fake values
Actuators may inhibit damages
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Sensed data

Secret key

Ciphertext

to understand the meaning of the

How to establish a secret key
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